Web VPN / SSL VPN

Since the network secure remote access high demanding large enterprise has risen up.
To the users, the most reliable solution is the SSL VPN without installing any software
or hardware. Only need to use the web browser and easily access the data transferring by
SSL encryption.



The VPN terms

DES

»  The DES( Data Encryption Standard )is a kind of NIST W with 56 bytes preshared
key.

3DES

»  The 3DES ( Triple Data Encryption Standard )is more secure than DES with 168
bytes .

AES

»  The AES is the high standard of data encryption, and its standard is more strict
than the DES. The AES Key Size can divided into 128 bytes, 192 bytes and 256
bytes.

Setting

VPN IP of Client

Creates the SSL VPN between the client and the SG-1000 appliance by login
authentication, VPN IP range , encryption algorithm , Protocol , server port and
connecting time . And set the end user can use the IP address distribute by the DNS or
WINS server , to access the internal resources through the NAT mode.

@The SSL VPN IP range can not be the same as the segment of LAN (LAN ,Multiple

Subnet , DMZ) , WAN and PPTP server.

Internal Subnet of Server
., Tosetthe client user can access the internal subnet of server.



Status

User Name
.  Todisplay the authentication name used by client.

Real IP
»  Todisplay the client real IP.

VPN IP
»  Todisplay the client IP distributed by the SG-1000.

Uptime
»  Todisplay the uptime between client and SG-1000.

Configure
The MIS engineer can choose to disconnect the SSL VPN. ( Fig. 20-1)
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Fig. 20-1 Status list
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Set the Web / SSL VPN between SG-1000 and WAN Client

Stepl InInterface > WAN , enable HTTPS. ( Fig. 20-2)
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Fig. 20-2 WAN interface setting
Step2 In Authentication - User , add the following settings : ( Fig. 20-3)
‘suthenticating:Lissr Mamer Configure
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{akhn _Medify | Remove |
jack  Mediy | Remove |
hew Eniry
Fig. 20-3 Authenticaion user setting
Step3 In Authentication - User Group , add the following settings : ( Fig. 20-
4)
Hame= Member | Radius | POP3 | LDAP Canfigure
labaratary joy, john, jack _ Madfy | Remove | Pause |
New Eniry

Fig. 20-4 Authentication user group setting



Step4 InWeb VPN /SSL VPN - Setting , add the following settings :

Click Modify . ( Fig. 20-5)
Enable Web VPN.
VPN IP Range, enter 192.168.222.0 / 255.255.255.0 .
Encryption Algorithm, select 3DES .

” Protocol, select TCP .

” Server Port , enter the default value of 1194 .

” Authentication User or Group, select laboratory .

” Auto-Dissconnect if idle, enter O .

” Click OK.

, It will automatically add the LAN interface which is the segment that

allow the client to access ( Fig. 20-6 )
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Fig. 20-5 Enable Web VPN
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Fig. 20-6 Enable Web VPN
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Step5 Enter the following settings in client web browser :

In Address, enter http://61.11.11.11/sslvpn or
http://61.11.11.11/webvpn (It is the SG-1000 interface add the sslvpn
or webvpn string) .

Click Enter ( Fig. 20-7)

In Security Alert ,click OK .

In Security Alert , click OK..

In Warning HTTPS, click Yes .

In Warning Security , click Yes .

In Authentication , enter josh in User Name and 123456789 in
Password . ( Fig. 20-8, Fig. 20-9, Fig. 20-10, Fig. 20-11, Fig. 20-12)
Click OK . ( Fig. 20-13, Fig. 20-14)

3 https//172.19.1.254/ sslvpn - Microsolt Internet Explorer. =l8ix
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Web VPN needs Java Applet to build VPN connection.
If your browser doesn't yet install Sun Jave Applet.
Please wait a moment while Sun Java is being installed.

Use TCP port 443 and TCP port 1194 o connect the Web VPN server.
If client's PC is behind a firewall, please check firewall TCP port 443 and TCP port 1194 are opened.

Ipfatmation yau exchangs with this st cannot Be viswed o
g changed by cthers. However. thers is & problem with the site’s
securlty certificate

A\ The secuily certicate was issued by 2 company you have
ot chosen ta rust, Yiew the ceriificate to detemine whether
you want 1o st the certifving authority,

a The security cerfificate date iz valid,

Ay The isme orithe security certificate s invald or does ot
match the name of the sits

Do you wank to procasd?

ves | No | WiewEetifcate

&) Done [ [ ] |4 mizmet

Fig. 20-7 Login SSL VPN
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Information nou eschanae with this site cannot be viewsd or
changed by otherz, Howewver, there'is a problem with the zite's
secumbycertificate.

/B Thesecurty certificate wastssued by a company you have
niot chozen to st View the certificate to: determine whether
vl want ta trust the certifing authority.

a The security certificate date iz valid,

The name on the security certificats is invalid or doss nat
match the name of the zite

[rocyon want to procéed?

“es h | Ha I View Certificate
4]

Fig. 20-8 The warning secutity window




- Security

Fig. 20-9 The warning security window
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YWarning - HTTPS

Fig. 20-10 The warning HTTP window

YWarning - Security

Fig. 20-11 The warning security window
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User Name |_j|:|5h |

Passward [ |
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Fig. 20-12 The authentication window

2 Web ¥PN - Microsoft Internet Explorer
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Serar VPN IP © e - Connection Status |
Client VPN P @ eesmenae 2 Caonnection Wptime : 00:00:00
EMC Algarithim Total Rxf Tx (Bytes) | - f—--

Internal Subnet of Server:  172.29.0.0/16

42 %

Please waiting while software is install.

Don'tcloge this windoweand keepwaiting

Lﬁgﬁutl

Fig. 20-13 The SSL VPN connection

10




L e e e e e e e e i ittt ittt e —— - _'
2} Web ¥PN - Microsoft Internet Explorer = il
SarverVEM P 192168981 Connection Status Q
ClientWPHIP: 159216893810 Cannection Wptime : 00:00:30
ERC Algarithm ;. 3DES Total RS Tx (Bytes) : 0.00 5 0.00

Internal Subnet of Server:  172.28.0.0/716

Caonnection success.

Warning Il Don't close this window, aryouwill cut off this YWeb WP connection,

Lﬁgﬁﬂtl

Fig. 20-14 Complete the SSL VPN connection
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Step6 InWeb VPN /SSL VPN - Status, it shows the connection status :
20-15)
Usar bams Feal [F RN IR Uiptitne = Copfigure
iahn 220132412108 182 16822210 0o : 24 Diszannect

Fig. 20-15 SSL VPN status
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@When the client PC is not installed the SUN JAVA runtime environment software , it will
automatically download and install this software as in SSL VPN connection ( Fig. 20-16, Fig. 20-
17).
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Suri Mictosystems. e,

F'ubh$he; wthahtm_t_rrl verified I:uf,t"-.‘!'ar&gr‘r E{ass3 Code
-SIgnngEII.'H Ca
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Fig. 20-16 The Java runtime environment plug-in CA certificate
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Java(T™) Installer ] £ I Ellﬁ[

Java[TM] Technalagy

S Micru;agst‘ems; I

JavalTM] technalogy povers the best
interactive content on the 'web,

Cancel

Fig. 20-17 The Java runtime environment plug-in installation

14



